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Incidents Of Advanced Persistent Threat

APT-C-59 (XZIFF) (AL 2021FEHFHITohiIE#

W& APT-C-59, C2, APT
BE$E . https://mp.weixin.qqg.com/s/WBpML3BTXxFPHmMBgyunmEEA

2021F £¥F, 3605REMITR R LI T RERB—THAPTARN Z W E/ED), RIEZARHREHE
R ER, HMNRIUEBRAIGTEIARS BRIBNMAPTHRAXE, RN EZAHRBIMRI G
TR FEEA T 0dayRmiM E FE, FTLUSEB RN EE 245 NAPT-C-59 CEIRR) - APT-C-59
(ZEiRE) AENEFHOI GNP LUBWEI2020F88, FHIZARSHIAE T 88703 5 es i h i
OdaymAWR G IEHEXBA, RNERE T EEEXNESIZEE. BIRGBESZS DM, 1AL
BEINZARNA G EAAX ZURLMARBIL AT, FSRBF. BE. B E7Z M7k

EPAAPT-C-55 (Kimsuky) ZHZRFI ARGk {FWeb Browser Password
Vieweri# {TH i

¥R¥&: APT-C-55, C2, APT
pE#E: https://mp.weixin.gqg.com/s/QDI9120gVKyyKFYdKvBGdQ

A, 3605 R BMAREREE A ESNMEEAIFIEIER, BREMUKImsukyBRFBHIBE W HFWeb
Browser Password Vieweri# T MR B9HF A&, SO IHEERINER P NN =B EE, B IIZAPTAHR
BIOERRH “BEAD o BIEMAARRERDN, WOEEWU MR ORISR RER TN
B, MEMIATE, VIBEASTEKmsuky BLE K EMNhancomBTHEEABERER. HAFA
RC4+ZLIBEB H 54 H 7, B E40FE NFlsvchost.exe#t i2, & M ERF A BT RE W HWeb
Browser Password Viewer# 172, SIOVNAIIEENINER P NS ZEERS. AXBRELAHEE
HITRANMHNBEMKRE NIRlE, WENEE, WEBHEX LEFRE

HWNBREMBITRXEFRXN BT ED DR

mE: C2, APT
PE$E . https://mp.weixin.qq.com/s/CGHDuJAb4dav_th25yYpWA

2021 F3F MUK, LRWRT ZRHTNFENEL D BILAREERSFNSWAAT), Zoaohd kM
BT RBERE, TBRGEAANRE. BaR. BERB, fEB=+ &iE. WETULSRA
REERWEN. EHESULETGEA,. WEEZKESNENBETERNBENHENRAZ, BXH
HRFE OB ER B M BB B R EG B, BT EmET R 0BG E ST =i a2
WPENL, WESEFMANIKSERUHBRINEERHR ST
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% KIMSUKY, C2, APT
P https://www.telsy.com/dissecting-new-appleseed-backdoor-of-
kimsuky-threat-actor/

TelsyE BB IR/NABERSFHEMAEALR, EPEERZ AKImsukyBIMLEEHAR, ZEBREDM2012F 5
FIaERR, BESAXRAHBNEEN. ZEALRTHARASHADNEREMERRBE, EHEEHY
HSESENK IO, EEITENEE, MERELT XIEE. BFHFNONELIER,
Kimsuky@EAEMAN Bt TR ERREBHNZEEMENIENE, 7T B F ARG M+
EKimsukyi® FABIE AR,

HREES, ENAPTHAEREHWEEIEBHFNMRAERKE

FR&E: CETARAT, C2, APT
PE#E: https://blogs.quickheal.com/cetarat-apt-group-targeting-the-
government-agencies/

CetaRATE R L HLFESideCopy APTI I 1ToR, A B IEEAMYT KE G, Quick Heal B A RERX D
RATIRKET B T, RIMEIBM T HNENEBFNANE G, CetaRATHEHB THEEEMAENEX I
WML BHE . HER—DzipXt, AJLUMNTEN. HEEBPURL T H—PMHTAX o —BXPMHTAX
B mshta.exe 850, #e FEHNITCetaRATENE A, SCOHITIERE.

BAEFTA4064R A T iETh 534

R%¥E: TA406,C2, APT
P& https://www.proofpoint.com/us/blog/threat-insight/triple-threat-
north-korea-aligned-ta406-scams-spies-and-steals

ProofpointBIbf 55 A SR Kimsuky AR D =N INEREER, DalE: TA406. TA408F1TA427, TA406

MEBENREMMLSILTE, EBHWMR. HE. BN, BENEMARTRIE DAL /AR, TA40618

ﬁ?zﬂ‘ﬂﬁ%ﬂjﬂﬂﬁﬁﬁ SR, §*ﬁ'ﬁ202lfﬁ, ZARTMNMESTENEDFHE D R BT IE
SHERRH,
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KimsukyFI B EE B ERNHBEEEAGR S AEERH

FRE&: Kimsuky, C2, APT
PEIE: https://blog.talosintelligence.com/2021/11/kimsuky-abuses-blogs-
delivers-malware.html

BRI Talosmr & W 7 #HEKimsuky APTHAR —KG/Eas), ZARASHERNSMEB i —&EU:
MM MR, REERBR . WEEsEDM2021F68 45, A T Gold Dragon/Brave
Prince XIERIBNY. WEEREX AT EBBEEARITEMIIBERN .

ScarCruftéH A ISt GAEE R EMAPGEEIA T

¥R&: ScarCruft, C2, APT
¥EHE: https://securelist.com/scarcruft-surveilling-north-korean-defectors-
and-human-rights-activists/105074/

ScarCruft R (1AL IAPT378 Temp.Reaper) @ REHEXZ 20168 AR EN — M EEEXRE =N
APTAELR, &, —KMENMBBERFEHETENELBATHERER AR, Hit, FEHESR
M=x I ScarCruftig M ENHTERNANFEE, TEFEEWPowerShellEBEMHH L, BIHERA, %
AREENTEENEGI TR, HBEMT2EE/LTA.
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GEEFENF

APT4HLFIACVE-2021-40539;F A X BRI

20201 9 A 16 H, ZEMELZ2MEMSELZ2F (CISA) HERES, a4dF
SLEAD (APT) AR EERENABHEHREENE SERBE AL EZPH AR
B, ¥IManageEngine ADSelfService Pluse £E9817H, WHEMABEEE
MANEMZHEIEEE RN EHE N2 EAR, Ba, MAZERT 9 A 22
HAG, FHralgeiFsasl 10 B4, TAHAE, WEERNIIE TR, B E
TR, BERNH BT NE DA DEIREE,

LazarusZEF{KAKXSIEFIDA ProlLEHREAGR

— NHFRN “Lazarus” WVILHRE RN N EEHAUNB A XER G Z 2 A A
5, XRMMIMEARZE SILHIDA proiEm LN BRI RS EMMAE, IDA
proe— MR AT XHERRSLHEESHNNARER, PR AGMERR
DMEFNIIEARNHLIBENEIR. MM, BTIDAproe— MR RABNERE
F, —LHR AR NEARKEFERATAEBWEE,

APT C- 23R EFERMTE s G EMEEPRAR

D& EAnmiEZ 2 EALE APT-C-23 B R B0H 7 5 Android 81854, &
R PRMEAFAM, EBNERBULEENNARER, EHAFANdroidEi K
HAHB R, MEMERESRNEREFRFINANTHNINEE, GEBEERESEF 1T
), APRAESHEFMERTEN], T2 B NEEE R E R BB 8 X 7]
BN aSAITHI RS es1g. =/ DB2017TELIE, ZFNEIRNE—E2APT C-23
EENERT A,
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To decrypt your files you need to buy the spacial software - "My Decryptor™

All transactions should be performed via EITCOIN network.
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Hive
LV 16548
227%

Maoses Staff
2
Griaf
2.78%
Snatch
33

BlackByte
361%

#iREE . @darktracer_int (Twitter)
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EHS reigroup.com Antal International
SWL Glamox Group Garner Dental Group
IPS tornel.com.mx Kent County Council
T1C totalfire.biz Symonds And Sampson
ION cllentospa.it breslowstarling.com
lkma eberlesrl.com betsaisonparagot.fr
V-ON Vision Source Bruss North America
Hutt Lucton School consortiumlegal.com
Otip Mordic Pharma  |Team Computers Ltd.
DAMM Eileen Fisher comune.gonzaga.mn.it
AISD Renault India morganskenderian.com
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AECOM [INTOO Habitat  |arrowheadadvance.com
UEMOA |Alco Plastics waveridernursery.com
Varney Police Brazil ARGOS CONNECT ENERGY
socage cloudpros.com Family Dental Health
VERBIO  |btc-alpha.com Pitts Baptist Church
CHRYSO [reiss-beck.de TestO1l Oil Analysis
VISTRA adhhealth.com Greymouse VA PTY Ltd
INOXPA  |apower.com.sg Gibbs Wire And Steel
Grupob  |Charlie Hebdo 3D imagery of israel
Ishida Argenting GOV |duncandisability.com
dib.it effectual.com centerspacehomes.com
NOLATO |callay.com.tr lawrencegroup.net.au

M3 Inc. Bochane Groep |ardebolassessors.cat
Lantech |Power Plumbing |Burda Samitartechnik
PORTALP |benefitexpress Align Technology, Inc
XacBank |Landmark Builders| The Harrison Law Firm
Ferrara groweeisen.com |THE METRO GROUP, INC.
Emilay |mcmanislaw.com |Diputacion de Segovia
Bayonet |nurihiko.co.)p Capitol Beauty School
Epstein Stratford Land Architectural Systems
DUNMORY Premier Energy  |Purifoy Chevrolet Co.
SIRCHIE  |The Xssentials SNR Shopping PUREGOLD
KISTERS [Jonas Software Volvo Car Corporation
wpdn.net |home.hktdc.com |VIENMNA INSURANCE GROUP
Laurenty |daviscrump.com |autolaundrysystems.com
fandifr  |City of Witten W A RASIC CONSTRUCTION
eban.com [Visage Imaging |City of Bridgeport, WV
DALLOYAlmtradeasia.com |Family Dentist Newbury
Burkhart |telepro.com.mx |Woodchurch High Schoaol
Jalasoft Aspen Avionics | Tangent Communications
MPRL E&P|Besson Seguros  |peschl-ultraviolet.com
abiom.nl |dtstechnical.ca Area Energy & Electric

GC Micro |waclighting.com |lenzcontractorsinc.com
EDAN.CONplumascounty.us |DUNA AUTO az Autovaros
Match MJDavid Engineers  |Westvale Primary School
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Arbitech

ProActive Works

Las Vegas Cancer Center

gaben.cz

Astera Software

Johnson Memaorial Health

DEWEtech

Westmont Helena

Cabinet Remy Le Bonnois

Starline

Connect Housing

The Della Toffola Group

Flagship

barfieldinc.com

The Grupo Daniel Alonso

ARNM CHIN

The Glass House

Delta Group Electronics

rttax.com

MNLB Corpaoration

Lakeway Publishers, Inc.

E/ Loader

REV Engineering

Enduro Pipeline Services

La Bodega

vicksburgha.org

Florida Heart Associates

itimCloud

Salinen Austria

Schmincke Kunstlerfarben

Skatetown

RocTechnologies

evolvedevelopment.com.au

Unit 8200

promo.parker.com

fluidsealingproducts.com

FTI Group

Regence Footwea

DKS Deutsch Kerrigan LLP

alssi.com

besttaxfiler.com

WELLS FARM DAIRY LIMITED

veql.com

Agricorp Company

Supernus Pharmaceuticals

inlad.com

Community Brand

Creative Solutions Group

mpusd.net

Emkay Food Sales

ATA National Title Group

San Carlo

ONTEC Automatid

QRS Healthcare Solutions

UABL S.A.

thinkcaspian.com

pacificstarnetwork.com.au

gvalue.con

Moneyfacts Group

trueblueenvironmental.com

bdtaid.con

redsrugby.com.au

Rusty Hardin & Associates

ENESCO.C

Canada West Land

The Skinners Kent Academy

mym.com.

Aisha Steel-ASML

Emery Jensen Distribution

rintal.com

scotttesting.com

HELSA Group International

era.org.uk

hanshin-dp.co.p

hsvgroup.talentnetwork.vn

GPV FRAN

The Cochran Firm

STAR REFRIGERATION LIMITED

pkf.com.ay

telemovil.com.sv

Ehud Leviathan Engineering

royole.com

planters-oil.net

Bryant Industrial Services

ochsnerkF

nextech-asia.com

Rockbridge and Bath County

SIX.CO.JP

MCP Services LLC

Dealers Auto Auction Group

wirllc.comy

The Npd Group In

Karges-Faulconbridge, Inc.

APR Suppl

owenscarolina.con|

Comstock Johnson Architects

ALPSRX.C(

optimumdesign.cg

Property Damage Restoration

jurelus.de

H.G.M Engineering

Hickory Veterinary Hospital

APG Neur

Niemi Bil i Lule3

Holy Family RC & CE College
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ASPECT STUDIOS ASIA PTY LTD

kenwal.co

R.E. Pedrotti Co.

MATITIAHU BRUCHIM Law office

JEAN FLO

comfacundi.com.c

Marshall Investigative Group

TRINA SO

ideaitaliausa.com

Virginia Department of Health

Metaenerd

John Sisk and Son

Thunderhird Adventist Academy

Gulfport M

Lineage Logistics

Eason Horticultural Resources

MVS Mailg

MNational Material

Williams & Rowe Company, Inc.

ahvalve.co

General RV Cente

Beaverhead County High School

FQUITY B4

kankakeetitle.com

Marten Transport (MRTN NASDAQ)

bsg-llp.co

Cadence Aerospad

FLUID COMPONENTS INTERNATIONAL

LOGROS S

OT1Hacsl BaHk

Law Society of South Australia

WR Soulier

Epple Druckfarben

Eberspacher Group of Companies

evans.co.id

Walverine freight

Goodwill of Central and Coastal Virginia, Inc.

mecfond.c

Stoningtonschoold

HARTMANN FINANCIAL ADVISORS LLC

MENZ&GA

Finite Recruitment

Herman & Kittle Properties Inc.

FUND-XS

Southland Holding

City of Fulton police department

Websites.c

Blue Harbor Resor

The Center for Rural Development

Lootah BC

Valley Machine Cqg

Charley's Greenhouse Supply, LLC

interfor.co

cepimanagement.

West Virginia Parkways Authority

logistia.co

Pronghorn Contro

Midwest Packaging Solutions, Inc.

INDIAN CH

AHEC Tax Solution

Qutdoor Venture Corporation (OVC)

chatrium.c

Raj Transport Inc.

Universitat Autdnoma de Barcelona

Royale.co.

Alternatives, Inc.

Wisconsin Homes Inc Home Builders

cool-pak.c

The Leschaco Groy

Cogan Wire and Metal Products Ltd

Dr Schneid

gunninglafazia.cor

Unione del Comuni Terre di Pianura

Fly Arik Al

Star Island Resort

Bock, Hatch, Lewis & Oppenheim, LLC

Electra Lin

Tri Tech Surveying

HUDSOM BROTHERS Construction Company

cardigos.c

JAFTEX Corporatid

MINISTRY OF ECONOMY AND FINANCE Peru

Axicorp G

systematicatec.cor

Hospitality Furnishings & Design Inc.

Orgill, Inc.

Daylesford Organi

Societa ltaliana degli Autori ed Editori

mfitexas.cq

Amtech Corporati

Pueblo Bonito Pacifica Golf & Spa Resort

transaher.4

SWIRESPO.COM

Societa ltaliana degli Auton ed Editori

essexiec. o

MGA RESEARCH

MOTOR VEHICLE ACCIDENT FUND PENSION FUND

docol.com

MCH-GROUP.COl

COMMUNAUTE DE COMMUNES PAYS D'APT LUBERON

EL Pruitt C

PALMER LOGISTIC]

The British Columbia Institute Of Technology

immaodelad

MUTUAL MATERIA

TEANOAQTIKO MANEMIZTHMIO KYNPOY

atlas.ind b

FROMTIER SOFTV

Department of Justice and Constitutional Development

Acne Stud

MUSCHERT-GIERS

Jet Industries Full Senvice Design And Construction Services

Alixa Rx LLJ

MEYER CORPORA]

Transco Sid Internationale Transporte Gesellschaft mit beschrankter Haftung
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